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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION, 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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6) [X] Claim(s) 1-12 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 
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9) Q The specification is objected to by the Examiner. 

10) D The drawing(s) filed on is/are: a)£3 accepted or b)[Z\ objected to by the Examiner. 
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application from the International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 

1 . This action is responsive to communication: original application filed 
12 January 2001 , with acknowledgement of continuing date 13 January 2000. 

2. Claims 1-12 are currently pending in this application. Claims 1, 10, 11, and 12 
are independent claims. 

Claim Rejections - 35 USC §112 

3. Claim 6 is rejected as failing to define the invention in the manner required by 35 
U.S.C. 112, second paragraph. 

The claim(s) are narrative in form and replete with indefinite and functional or 
operational language. The claim(s) must be in one sentence form only. Note the format 
of the claims in the patent(s) cited. Claim 6 contains three sentences. (MPEP 7.34.15) 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language 

5. Claims 1-12 are rejected under 35 U.S.C. 102(e) as being anticipated by Luyster 
U.S. Patent No. 6,182,216 (hereinafter ( 216). 
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As to independent claim 1, "A method for encrypting binary data 
comprising of blocks of tokens, which in turn are comprised of bits" and "making 
multiple copies of it, and moving the significant digits into the lower bits of the 
tokens according to a predefined pattern; modifying the said significant digits by 
adding their location to their values; replacing the other (non-significant) binary 
digits by pseudo-random bits; rotating segments, which are groups of tokens, of 
the resulting block by values derived from the count of the bits with a 
predetermined value of one or zero in the said segments; modifying the tokens by 
adding their locations to their values; rotating the resulting block by a value 
derived from the count of the bits" is taught in '216 col. 15, line 60 through col. 16, 
line 12; 

"into a binary cipher, comprising the steps of: segregating a block of 
binary data from the input stream" is shown in '216 col. 18, line 54-68; 

"with a predetermined value of one or zero in the block; performing a token 
by token substitution transformation on the block by using a private key, which is 
a permutation of all possible tokens; performing a token by token transposition 
transformation on the block, using a private key, which is the permutation of all 
possible locations" is disclosed in '216 col. 15, lines 40-59. 

As to dependent claim 2 "wherein the segregation of the blocks is done 
under the control of two parameters, the t token length (number of bits in a token) 
and the b block length (number of tokens in a block)" is taught in 216 col. 22, 
lines 31-41. 
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As to dependent claim 3, "further comprising the step of inserting one or 
more authentication tokens into the data at any desired location" is shown in 216 
col. 22, lines 13-21. 

As to dependent claim 4, "further comprising the step of making a plurality 
of copies of the data according to parameter c (the number of copies), and thus 
generating a complete block" is disclosed in '216 col. 23, lines 39-46. 

As to dependent claim 5, "further comprising a method to change the 
frequency distribution of the tokens in the said complete block by the following 
steps: moving the significant bits of each token to the lowest bits according to a 
pattern for each copy of the data; summing the location as a binary number and 
value as a binary number modulo 2' for each token and changing the value of the 
token to this result; filling the non-significant bits of the tokens with pseudo- 
random bits; generating an S\ rotation amount for each segment and rotating it; 
summing the location as a binary number and value as a binary number modulo 
2' for each token again; generating an Sj rotation amount for the complete block 
and rotating it" is taught in ( 216 col. 22, lines 42-65. 

As to dependent claim 6, "wherein the pattern for moving the significant 
bits is a further parameter of the system. This pattern defines which bits are 
significant in each copy. All combinations work, which satisfy the following 
criteria: every block has to have at least two significant bits and each source bit 
has to be represented at least in one copy as significant" is shown in '216 col. 22, 
lines 42-65. 
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As to dependent claim 7, "further comprising a method to generate a count 
for segment rotation S\ by the following steps: XORing the bits of the bit 
displacement value into the token displacement value in reverse order; rotating 
the count by one bit to the left; replacing the lowest order bit by the complement 
of the second lowest order bit" is disclosed in '216 col. 24, line 38 through col. 25, 
line 59. 

As to dependent claim 8, "further comprising a method to generate a count 
for complete block rotation Sj by the following steps: XORing the bits of the bit 
displacement value into the token displacement and segment displacement 
values in reverse order; rotating the count by one bit to the left" is taught in 216 
col. 36, lines 61-68. 

As to dependent claim 9, "further comprising a method to encrypt the data 
by the following steps in any sequence: performing a token by token substitution 
transformation on the modified block by using a private key, which is a 
permutation of all possible tokens; performing a token by token transposition 
transformation on the block resulting from the substitution, using a private key, 
which is the permutation of all possible locations" is shown in 216 col. 22, 
lines 6-65. 

As to independent claim 10, "The method to mask token frequencies 
comprising the steps of: distributing the bits of a token among a plurality of 
tokens; moving these bits to the lowest order bits of the tokens; replacing the 
other bits with pseudo-random bits" is disclosed in 216 col. 22, lines 6-25; 
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"summing the location as a binary number and value as a binary number 
modulo 2' for each token" is taught in '216 col. 24, lines 62-65. 

As to independent claim 11, "The method to use the count of bits with a 
predetermined value of one or zero in a bit string as the rotational value for the 
string" is shown in '216 col. 21, lines 5-38. 

As to independent claim 12, "A method for decrypting binary data from a 
binary cipher, comprising the steps of: performing a token by token transposition 
transformation on the block, using a private key, which is the reversal key of the 
encryption key; performing a token by token substitution transformation on the 
block by using a private key, which is the reversal key of the encryption key; 
rotating the resulting block by a value derived from the count of the bits with a 
value of one in the block; modifying the tokens by subtracting their locations 
from their values; rotating segments of the resulting block by values derived from 
the count of the bits with a value of one in the said segments; modifying the 
tokens by subtracting their locations from their values; merging the bits from all 
the copies according to the reversal pattern of the encryption pattern" is disclosed 
in '216 col. 25, line 65 through col. 26, line 11. 
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Conclusion 



6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ellen C Tran whose telephone number is 
(703) 305-8917. The examiner can normally be reached on 6:30 am to 3:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A Morse can be reached on (703) 308-4789. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703) 306-5484. 



Ellen Tran, 
Patent Examiner 
Technology Center 2134 
14 June 2004 




